subjects are not harmed, and the researcher does not interact with the subjects. Consequently, there is little need to ask for consent. If the metrics researcher using OSS could report the data and ®ndings in such a way that the programmers could never be identi®ed, then the programmers could not be harmed, so the need for consent would be greatly reduced. The only remaining reason to obtain consent is that the OSS is being used in a way that was not intended by its creators. This issue is discussed further below, following the discussion regarding the removal of identi®-ers. In general, the strategy of eliminating personal identi®ers from the data and ensuring the anonymity of the subjects reduces the need to obtain informed consent. Moreover, this strategy can be applied in many empirical studies of software engineering and information technology.
An added complication for empirical studies of software engineering is that the company (or organisation) involved in a study must also be protected from harm. As described above, possibly the best method for minimising harm is the removal of any information that can be used to identify the company. In the case of OSS analysis, this would also alleviate the researcher from obtaining the company's consent. However, when analysing proprietary information, researchers must obtain the company's consent even if the data and reports are made free of identi®ers (ACM Executive Council, 1993) . As a parenthetical note to this issue, when analysing a company's source code, should the programmers' consent be obtained? The company owns the code and the intellectual property rights to it, so therefore, it seems that the creators of the code can neither institute nor prevent the research.
One problem with the approach of removing identi®ers is that it is not as simple as it sounds. Identi®ers are not limited to personal or company names, but include descriptions of the subjects (or their source code) that could lead the subjects to be identi®ed. To illustrate, consider the following description of source code: OSS that constitutes a web browser, with UNIX, Mac, and Wintel versions. Obviously, the description refers to Netscape Communicator. Including some lines of code in the paper could also lead to the identi®cation of the OSS, and through the OSS, to the subjects.
Another diculty with stripping identi®ers is that it reduces the replicability of the ®ndings. Replicability allows researchers to ensure that they are using the same methods as those reported in an article. The methods can then be applied elsewhere, or modi®ed, and the results compared to those reported in the initial article. If a metrics researcher published work using some particular OSS, other researchers should be able to obtain the same ®ndings using the same metrics, measurement methods, and source code. However, if the identity of the OSS remains con®dential, there is no way to know whether the inability to replicate results is due to the use of dierent code or to an ambiguity or error in the speci®cation of the metrics and measurement procedures. As a consequence, this reduces the comparability of the initial and new ®ndings. Note that this problem currently exists when researchers use proprietary code, since other researchers typically do not have access to the same source code. Nonetheless, from an ethics perspective, it would be quite useful if metrics researchers could develop acceptable reporting techniques that do not include identi®ers, and thus protect the anonymity of the programmers and their organisation.
Recall that research with OSS was compared to artistic criticism and public policy research. In these ®elds, the creators of the critiqued or investigated works are harmed. However, it is recognised that work in these ®elds could not occur under the condition that all reports contain no identi®ers (Tri-council, 1998) . In contrast, it should be possible to remove identi®ers from metrics research reports. Therein lies the crucial dierence between metrics research and artistic criticism and public policy research. This is why, for the sake of ethics, it is recommended to remove identi®ers from metrics research reports.
OSS metrics research was also compared to research using newsgroups as data (ElEmam, this issue). This research practice is growing in popularity, especially in sociology and anthropology. For example, a researcher might read posts to a cancer patient's newsgroup to collect data for research on the reasons for which people turn to alternative medicine. Such research raises two ethical issues (in addition to all the issues raised when informed consent is obtained): the violation of the subject's expectation of privacy, and the violation of the subject's intended purpose of the post (Thomas, 1996) . Obviously with OSS, the programmers or organisation did not expect that the source code would remain private, in fact, it was purposely put into the public domain. The problem occurs, however, with the use of the data. Typically, data cannot be used for a purpose to which the subject has not consented (Tricouncil, 1998) . Therefore, although the OSS is in the public domain, it was not necessarily intended to be the object of metrics research. The unintended use of OSS suggests that the researchers obtain informed consent. However, given that the OSS is intentionally made public, if all identi®ers are removed, the need for consent is minimal. Obtaining consent from the organisation that produced the OSS, if possible, should be sucient from an ethical perspective.
The ®nal issue that we will consider is whether OSS metrics research is governed by US federal regulations (with which we are most knowledgeable). Based on our analysis, we believe that metrics research projects need not go before an ethics review board.
1 The US Common Rule (see Sieber, this issue) states that only projects constituting research that involves human subjects are subject to IRB review. Human subjects are de®ned in the Common Rule as``living individuals about whom an investigator (whether professional or student) conducting research obtains (1) data through intervention or interaction with the individual, or (2) identi®able private information. . . Intervention includes both physical procedures by which data are gathered and manipulations of the subject or the subject's environment that are performed for research purposes. . . Interaction includes communication or interpersonal conduct between investigator and subject.'' Identi®able private information is de®ned as including``information about behaviour that occurs in a context in which an individual can reasonably expect that no observation or recording is taking place, and information which has been provided for speci®c purposes by an individual and which the individual can reasonably expect will not be made public.'' We do not believe that metrics research involves human subjects because there is no intervention or interaction on the part of the researchers with the programmers. If researchers interviewed the programmers or collected data from them in some other way, then that portion of the research would be subject to government regulations.
However, in considering ethical issues one must keep in mind the distinction between research that falls under the aegis of regulations and research that does not. One should not conclude that any research program or practice existing outside the legislation's jurisdiction is ethical. A particular research practice is ethical to the extent that it complies with the set of ethical principles agreed upon by a community. Moreover, for research that does fall under the aegis of regulations, it is important to remember that legislation is imperfect, such that practices consistent with legislation may nonetheless be found unethical when principles are considered, or that research practices that are perfectly ethical in terms of the principles may nonetheless violate the regulations. In addition, consider that regulations specify the minimal standard that must be met, such that a research practice that is acceptable according to a regulatory standard may nonetheless be improved to increase its compliance to ethical principles.
In sum, although from our perspective, research with OSS is not governed by federal regulations, it is nonetheless fraught with ethical issues. 1 We encourage metrics researchers to become familiar with these issues and to proactively address them via the creation of ethical guidelines which detail appropriate use of OSS in research situations. We have already mentioned some general safeguards (removing identi®ers, and gaining consent where possible). We are sure that the metrics research community can work together to ®nd many more. Interpretations of the regulations may dier from board to board.
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